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 iAbstract i 
 i i i i i i i The iWireless iSensor iNetworks i(WSN) 

iare ibecoming ivery itrending itechnology, iit iis 

ivery iessential ito iunderstand ithe iarchitecture ifor 

ithis ikind iof inetworks ibefore ideploying iit iin iany 

iapplication. iAd ihoc inetworking ihas ibeen ia 

ianimatedly igrowing iresearch iarea ifor ithe ilast 

iyears. iThe ineed ifor ia inetwork iwhen ithere iis ino 

iinfrastructure iis ino imore ilimited iunder imilitary 
iand iemergency iapplications; iad ihoc inetworks 

ican iinclude iprivate i(home, ientertainment, 

ibusiness) iand ipublic isectors i(fast ioutdoor 

idownloading) iapplications ias iwell. iIn iad ihoc 

inetworks, iwireless imobile icomputing idevices ican 

iperform icritical inetwork itopology ifunctions ithat 

iare inormally ithe ijob iof irouters iwithin ithe 

iInternet iinfrastructure. 

Keywords: Mobile iAdHoc iNetwork i(MANET), iOn 

iDemand iRouting iprotocol, iRouting iProtocol, 

iTable iDriven iRouting iprotocol, iWireless iSensor 

iNetwork i(WSN) 

I. Introduction i 
Wireless iSensor iNetworks(WSN) iis ia 

icollection iof isensors ithat ican icommunicate 

ithrough iwired ior iwireless imedium. iThe isensors 

iare iallowed ito icommunicate iwithin iits 

icommunication irange. iIt iwhich iconsist iof ione 

isink(or)base istation iable ito imanage iall 

icommunication iin ithe inetwork. 

 

A iWireless iAdhoc inetwork iis ia 

idecentralized itype iof iwireless inetwork.The 

iMobile iAdhoc inetworks ican ibe iused iin imany 
iapplications,ranging ifrom isensors ifor 

ienvironment,vehicular icommunications,road 

isafety,home,peer-to-peer imessaging,disaster irescue 

ioperations,robots ietc. 

An iad-hoc inetwork iis ia iself-configuring 

inetwork iof iwireless ilinks iconnecting imobile 

inodes. iThese inodes imay ibe irouters iand/or ihosts. 

iThe imobile inodes icommunicate idirectly iwith 
ieach iother iand iwithout ithe iaid iof iaccess ipoints, 

iand itherefore ihave ino ifixed iinfrastructure. 

 

 

II. Wireless iSensor iNetwork i 

A iWSN iis ia icollection iof isensors ithat ican 

icommunicate ithrough iwired ior iwireless imedium. 

iThe isensors iare iallowed ito icommunicate iwithin 

iits icommunication irange. iIt ihas ireceived ia 

igreater iinterest iin ivarious iapplications isuch ias 

idisaster imanagement, iborder iprotection, imilitary 

ifor isecurity isurveillance, istructural ihealth 

imonitoring, iindustrial iautomation, icivil istructure 

i& ibiologically ihazards imonitoring iin ivariety iof 

iapplications. 
A isensor inetwork imust ibe iable ito ioperate iunder 

ichanging ienvironment. iSpecifically, iour iprotocols 

imust ibe iable ito ienable inetwork ioperation iduring 

istart-up, isteady istate, iand ifailure.The inecessity 

iof ioperation iunder ithese iconditions iis irequired 

ibecause iin imost icases, ithe isensor inetwork imust 

ioperate iunattended. iOnce ithe inodes ihave ibooted 

iup iand ia inetwork iis iformed, imost iof ithe inodes 

iwill ibe iable ito imaintain ia isteady istate iof 

ioperation. 

 
A iSink inode iis iact ias ia icluster ihead 

iwhich igather, icontrol iand iforward idata icollected 

iby iother isensor inodes. iA isink inode iis ihaving 

ithe ilarge itransmission irange ias icompare ito iother 

inodes. iThe isink imay ialso ibe ia imobile inode ior 

iactive inode iacting ias iinformation isink, ior iany 

iother ientity ithat iis iextracting ithe iinformation 

ifrom ithe isensor inetwork. iAlthough ithe imulti-

hop inetwork ican ioperate iin iboth ithe isensor-to-

sink iand isink-to-sensor. 

 

Sensor inodes iare iexpected ito ioperate 
iand iadjust iin ichanging ienvironments iand ishould 

ibe iapplicable iin ilarge iareas. iFailures iare 

isusceptible iin iwireless isensor inetworks idue ito 

iinhospitable, iunstable ienvironment iand 

iunattended ideployment. iThe idata icommunication 

ifrom itransmitter ito ireceiver iand ivice iversa imay 

icause ienergy idepletion iin isensor inodes iand 

itherefore, iit iis icommon ifor isensor inodes ito 

iexhaust iits ienergy icompletely iand istop ioperating 

iand ithus, ineed ito iswitch ibetween iwakeup iand 

isleep imodes. 
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III. AD iHOC iNetworks 

An iad-hoc inetwork iis ia iself-configuring 
inetwork iof iwireless ilinks iconnecting imobile 

inodes. iThese inodes imay ibe irouters iand/or ihosts. 

iThe imobile inodes icommunicate idirectly iwith 

ieach iother iand iwithout ithe iaid iof iaccess ipoints, 

iand itherefore ihave ino ifixed iinfrastructure. iThey 

iform ian iarbitrary itopology, iwhere ithe irouters 

iare ifree ito imove irandomly iand iarrange 

ithemselves ias irequired. 

Each inode ior imobile idevice iis iequipped 

iwith ia itransmitter iand ireceiver. iThey iare isaid ito 

ibe ipurpose-specific, iautonomous iand idynamic. 

iThis icompares igreatly iwith ifixed iwireless 

inetworks, ias ithere iis ino imaster islave 

irelationship ithat iexists iin ia imobile iad-hoc 

inetwork. iNodes irely ion ieach iother ito 

iestablished icommunication, ithus ieach inode iacts 

ias ia irouter. iTherefore, iin ia imobile iad-hoc 

inetwork, ia ipacket ican itravel ifrom ia isource ito ia 

idestination ieither idirectly, ior ithrough isome iset 
iof iintermediate ipacket iforwarding inodes.In ia 

iwireless iworld, idominated iby iWi-Fi, 

iarchitectures iwhich imix imesh inetworking iand 

iad-hoc iconnections iare ithe ibeginning iof ia 

itechnology irevolution ibased ion itheir isimplicity. 

Adhoc inetworks idate iback ito ithe 

iSeventies.They iwere ideveloped iby ithe iDefense 

iForces, ito icomply iwith ia imilitary iframework. 
iThe iaim iwas ito irapidly ideploy ia irobust, imobile 

iand ireactive inetwork, iunder iany icircumstances. 

iThese inetworks ithen iproved iuseful iin 

icommercial iand iindustrial ifields, ifirst iaid 

ioperations iand iexploration imissions.Ad ihoc 

inetworks, ialso icalled ipeer-to-peer inetworks, istill 

ihave ia ilong iway ito igo iin iorder ito ibe ifully 

ifunctional iand icommercial, ias iit ihas iits idefects 

isuch ias isecurity iand irouting iwhich iwe iwill 

idiscuss ifurther. 

IV. iMobile iAD iHOC iNetwork i(MANET) 

A mobile iad ihoc inetwork i(MANET) iis ia 

icontinuously iself-configuring, iinfrastructure-less 

inetwork iof imobile idevices iconnected iwirelessly. 

iEach idevice iin ia iMANET iis ifree ito imove 
iindependently iin iany idirection, iand iwill 

itherefore ichange iits ilinks ito iother idevices 

ifrequently. 

 

“A icollection iof iwireless imobile ihosts iforming ia 

itemporary inetwork iwithout ithe iaid iof iany 

icentralized iadministration ior istandard isupport 

iservices.” 

 

Ad-hoc inetwork itopology iis idynamic-nodes ienter 

iand ileave ithe inetwork icontinuously. iNo 

icentralized icontrol ior ifixed iinfrastructure ito 

isupport inetwork iconfiguration ior ireconfiguration. 

1) How idoes iit iwork? 

 

Wireless iSensor iNetworks iis ia iclass iof 

ispecial iwireless iad ihoc inetworks. iA iwireless iad 

ihoc inetwork iis ia icollection iof iwireless inodes 

ithat icommunicate idirectly iover ia icommon 

iwireless ichannel. iThere iis ino iadditional 

iinfrastructure ineeded ifor 

adhoc inetworks. iTherefore, ievery inode iis 

iequipped iwith ia iwireless itransceiver iand ihas ito 

ibe iable ito iact ias ia irouter, ito iprocess ipackets 

ito itheir idestinations. iA istrength iof ithese 

inetworks iis itheir iability ito iself-organize ithe 

iinfrastructure iof ithe irouting, iafter ithey iwere 

ideployed. iThe ifollowing ifigure ishows ian 

iexample ifor ia itypical iad ihoc inetwork. 

V. Routing iProtocols 

Routing iprotocols ibetween iany ipair iof 

inodes iwithin ian iad ihoc inetwork ican ibe idifficult 

ibecause ithe inodes ican imove irandomly iand ican 

ialso ijoin ior ileave ithe inetwork. iThis imeans ithat 
ian ioptimal iroute iat ia icertain itime imay inot 

iwork iseconds ilater. iDiscussed ibelow iare ithree 

icategories ithat iexisting iad-hoc inetwork irouting 

iprotocols: iTable iDriven iProtocolS,On iDemand 

iProtocols iHybrid iProtocols. 

1) Table iDriven iRouting iProtocols-Table iDriven 

iRouting iProtocols, ialso iknown ias iProactive 

iProtocols, iwork iout iroutes iin ithe ibackground 
iindependent iof itraffic idemands. iEach inode iuses 

irouting iinformation ito istore ithe ilocation 

iinformation iof iother inodes iin ithe inetwork iand 

ithis iinformation iis ithen iused ito imove idata 

iamong idifferent inodes iin ithe inetwork. iThis itype 

iof iprotocol iis islow ito iconverge iand imay ibe 

ihorizontal ito irouting iloops.These iprotocols ikeep 

ia iconstant ioverview iof ithe inetwork iand ithis 

ican ibe ia idisadvantage ias ithey imay ireact ito 

ichange iin ithe inetwork itopology ieven iif ino 

itraffic iis iaffected iby ithe itopology imodification 
iwhich icould icreate iunnecessary ioverhead. iEven 

iin ia inetwork iwith ilittle idata itraffic, iTable 

iDriven iProtocols iwill iuse ilimited iresources isuch 

ias ipower iand ilink ibandwidth itherefore ithey 

imight inot ibe iconsidered ian ieffective irouting 

isolution ifor iAd-hoc iNetworks.Example-Fisheye 

iState iRouting(FSR). 

2) On iDemand iRouting iProtocols-On iDemand 
iRouting iProtocols, ialso iknown ias iRe-active 

iProtocols, iestablish iroutes ibetween inodes ionly 

iwhen ithey iare irequired ito iroute idata ipackets. 
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iThere iis ino iupdating iof ievery ipossible iroute iin 

ithe inetwork iinstead iit ifocuses ion iroutes ithat iare 

ibeing iused ior ibeing iset iup. iWhen ia iroute iis 

irequired iby ia isource inode ito ia idestination ifor 

iwhich iit idoes inot ihave iroute iinformation, iit 

istarts ia iroute idiscovery iprocess iwhich igoes 
ifrom ione inode ito ithe iother iuntil iit iarrives iat 

ithe idestination ior ia inode iin-between ihas ia 

iroute ito ithe idestination. 

On iDemand iprotocols iare igenerally 

iconsidered iefficient iwhen ithe iroute idiscovery iis 

iless ifrequent ithan ithe idata itransfer ibecause ithe 

inetwork itraffic icaused iby ithe iroute idiscovery 

istep iis ilow icompared ito ithe itotal 
icommunication ibandwidth. iThis imakes iOn 

iDemand iProtocols imore isuited ito ilarge inetworks 

iwith ilight itraffic iand ilow imobility.Example-

Dynamic iSource iRouting(DSR). 

3) Hybrid iRouting iProtocols-Hybrid iRouting 

iProtocols icombine iTable iBased iRouting 

iProtocols iwith iOn iDemand iRouting iProtocols. 
iThey iuse idistance-vectors ifor imore iprecise 

imetrics ito iestablish ithe ibest ipaths ito idestination 

inetworks, iand ireport irouting iinformation ionly 

iwhen ithere iis ia ichange iin ithe itopology iof ithe 

inetwork. 

Each inode iin ithe inetwork ihas iits iown 

irouting izone, ithe isize iof iwhich iis idefined iby ia 

izone iradius, iwhich iis idefined iby ia imetric isuch 
ias ithe inumber iof ihops. iEach inode ikeeps ia 

irecord iof irouting iinformation ifor iits iown izone. 

iZone iRouting iProtocol i(ZRP) iis ian iexample iof 

ia iHybrid irouting iprotocol. 

 

VI. iSecurity iIssues iin iAD iHOC iNetwork 

1) iSusceptible ito iChannels- imessages ican ibe 

ieavesdropped iand ibogus imessages ican ibe 

iinjected iinto ithe inetwork iwithout ithe idifficulty 

iof ihaving iphysical iaccess ito inetwork 

icomponents iwhich iviolent ithe isecurity iissue. 

2) Lack iof iInfrastructure-Ad ihoc inetworks iare 
iconsidered ito ioperate iindependently iof iany 

ifixed iinfrastructure. 

 

VII.Security iRequirements ifor iAD iHOC 

iNetwork 

1)Confidentiality-Ensures icertain iinformation iis 

inever idisclosed ito iunauthorized iusers. 

2)Integrity- iMessage ireceived iat ithe ireceiver 

iside imust ibe ioriginal. 

3)Authentication:-Only ithe iauthorized iuser ican 

iaccess ithe idata. 

4)Non-impersonation-No ione ican iact ito ibe 

ianother iauthorized imember ito ilearn iany iuseful 

iinformation. 

5)Attacks iusing ifabrication:-Attackers icreated 

ithe ifalse iroute ito iaccess ithe iinformation. iThis 

itype iof iattacks iis ihard ito iidentify 

 

VIII. Figures iand iTables 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

Fig i1-Wireless iSensor iNetwork(WSN) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Fig i2-Mobile iAd iHoc iNetwork iDiagram 
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   Fig i4-Ad-hoc iMobile iRouting iProtocols 

 
IX. iConclusion i 

 

This ipaper iproposed ithe icomparison ibetween 
isensor inetworks, imobile iadhoc inetworks iand 

ivarious isecurity iissues irequirements iof ithe iabove 

inetworks. iAlso iit iincludes ithe iarchitecture iand 

ivarious irouting iprotocols iof ithese imain iwireless 

inetworks 
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