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Abstract 

       Today’s business demands have far exceeded the 

companies’ owned resources, status quo is no longer 

a valid, luckily with the virtualization and Cloud 

technology evolution might be the solution. This 

survey paper leverage understanding the computer 

and networking evolution that can help determine the 

next step to take, running the enterprise applications 

On-Premise or as a service in the Public Cloud can 

accelerate the business agility, complying with the 

latest security measures can enhance productivity, 

and lastly addressing every aspects of Cloud 

architecture can help reducing the Capital 

expenditures (CAPEX) and improve the Operation 

expenditures (OPEX). 
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I. HISTORICAL BACKGROUND 
 

      The first modern mainframe, the IBM 360, was 

launched in April 1964. It could perform 229,000 

calculations per second; an innovation that helped put 

man on the moon. In the mid-1980s new technologies 

started gaining power and threatening the 

mainframe’s existence. Mid-range systems and 

enterprise networking evolved into PCs and servers 

that could be connected together and act as one and 

by 1990s, PCs reached the level to access the larger 

back-end systems [1], [2], [23]. 

A Data Center centralizes the organization’s IT 

operations and equipment. It houses computer 

systems and associated components such as 

telecommunications and storage systems. Also it 

provides few levels of redundancy with respect to 

power and location. Data Centers have evolved from 

physical to virtual infrastructures [2]. 

The way organizations utilized servers was very 

much a 1:1 relationship with an average 15% CPU 

utilization. A decade later, most IT Organizations 

have virtualized 70-90% of their server environments. 

A single physical server can handle any number of 

virtual workloads and CPU utilization can reach 80% 

or greater. 

The demand for scalability these days has begun to 

be expressed in new words such as “hyperscale” 

which refers to the ability to scale and grow systems 

quickly, from a few servers to thousands [10]. 

The cloud computing revolution is the latest 

disruptive technology predicted to kill off the 

mainframe. More and more businesses are shifting 

their work to cloud-based infrastructures that offer 

increased collaboration and access to data practically 

anywhere [5], [9]. 

Worth to mention that today more than 10,000 

mainframes still run hundreds of thousands of 

enterprise apps for business, finance, and 

administrative systems and that’s unlikely to change 

any time soon because the mainframe is predictable, 

reliable and scalable and this is the goal of the Cloud 

computing; the yet to be the replacement of the 

mainframes [4], [20]. Fig. 1 shows the evolution of 

the computing. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig 1: Evolution of Computing 

II. COMPUTER CLOUD EVOLUTION 
 

     Virtualization is a term that is commonly used in 

conjunction with the term Cloud Computing, but the 

terms are not synonymous. Virtualization has offered 

the companies the chance to enhance their return on 

investment (ROI) from computing hardware while 

decreasing associated costs such as Data Center 

power, cooling, and support costs [2], [3], [5].  

Virtualization not only reduces the amount of 

money a business spends on hardware but also greatly 

improves recovery and increase productivity by 

reducing the amount of Labor an actual Data Center 

technician will need to do. Instead of manually setting 

up all those servers you can also just have it 

automatically configured with the click of a button [6], 

[18].  

Over time with more virtualized workloads for 

different purposes have grown, the capital 
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expenditures (CAPEX) has increased dramatically 

and with more power and time needed to 

accommodate with fast demands, that led to start 

using the virtualization as a technology but with a 

new methodology that offer pools of virtual resources 

orchestrated by management and automation software 

to quickly adapt to the demands, and there where the 

word “Cloud” has born.  Cloud resources used as a 

tenant and are not anymore dedicated to certain user 

or application [6].  

For a while, enterprises have operated their own 

Cloud infrastructure which is synonymous to “Private 

Cloud” or “On-Premise Cloud” but with the dynamic 

and growing technology, mind has shifted of 

outsourcing the workloads to a third-party company 

that is able to offer the resources immediately, scale 

out or scale in anytime, just pay for it is used, able to 

deploy not only within the same metropolitan area but 

across the country or the world, there when the 

“Public Cloud” has been brought to life and those 

third-party companies are called now Cloud Service 

Providers (CSP) or Cloud Providers (CP). The 

dominant CSPs that spread their services across the 

world as of year 2019 are AWS, Microsoft Azure, 

and GCP (Google Cloud Platform) [3], [23]. 

Companies and enterprises who had already 

invested in their Private Cloud infrastructure were 

very reluctant of course to move their workloads to 

the Public Cloud despite it reduces CAPEX over time 

not only because mainly the Total Cost of Ownership 

(TCO) nor Return of Investment (ROI) would payoff 

but also many of those companies held databases of 

customer sensitive information that they did not want 

to move them to Public Cloud or did not know how to 

split their workloads between their own virtualized 

infrastructure and the Public Cloud [16], [19]. 

Choices are not simple anymore; it is not about 

storing the data in Private or Public Cloud but there 

are different sets of data require a new solution. 

“Hybrid Cloud” has come to the table offering the 

best of both worlds, virtually connecting the On-

Premise architecture to the Public Cloud combining 

the flexibility and scalability of resources from Public 

Cloud while using the existed IT infrastructure for 

critical privacy and security requirements. The 

Hybrid Cloud offers the solution to store confidential 

data internally and access it via the application 

running in the Public Cloud that is closer to the end-

users as well which enables the organization to save 

CAPEX when demand is low [7], [8], [13]. 

Multi Cloud is newest solution that can benefit 

organization with different locations and divisions 

across the country or the world but it would be 

impossible to tie to one Public Cloud Provider. 

Basically, Multi Cloud is a strategic utilization of 

multiple services from multiple Public Cloud 

Provider with single pain of glass. Workloads can be 

distributed among one or more providers within the 

same servicing area or geographically to whichever 

Cloud provider availability to offer at the end the best 

performance and efficiency [28]. 

In summary, Public and Hybrid Cloud solutions 

offer flexible and fast response to immediate 

operations’ challenges. According to Infoholic 

Research, the market is expected to grow at a CAGR 

of 34.3% during the period 2016–2022 to touch an 

aggregate of $241.13 billion by 2022 [7], [8], [17]. 

Various types of Cloud Computing are shown in Fig. 

2. 

 

 

 

 

 

 

 

 

 

 

 

 
Fig 2: Cloud Computing Types 

III. CLOUD COMPUTING INFRASTRUCTURE 
 

   We are going to discuss the evolution of the 

physical infrastructure technologies available to build 

the Cloud infrastructure regardless it is Private On-

Premise or Public. The need to understand and 

evaluate the difference between traditional, 

Converged, and Hyperconverged technologies will 

assist the Cloud infrastructure architects and 

designers with the appropriate solution to deploy [5], 

[9]. 

Traditional Data Center consists of separate servers, 

networking, and storage components with systems 

from different manufacturers but they all comply with 

the industry’s standards. It is a very well working 

model but a considerable amount of time is spent by 

customers on designing and testing compatibility 

between these devices to ensure reliable operations 

such as FlexPod developed by Cisco and NetApp [24]. 

With converged architecture, one or more 

manufacturers define a validated design which is pre-

tested to operate reliably. This reduces the time to 

build a system and some manufacturers even pre-

build the entire system at the factory before shipping 

it out. Converged systems also tend to come with 

advanced management tools to further simplify the 

operations and automate the set-up procedures which 

make it far faster to roll out new applications and 

there is the added benefit of a collaborative approach 

between the manufacturers when it comes to support 

[29]. 

Hyperconvergence goes one step further from 

combining servers, networking, and storage in one 

working solution Pod but into a single box in this case. 

All three components are virtualized using SDDC 

(Software-Defined Data Center) making the entire 

solution the industry’s standard building block 
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component which in turn reduce the hardware costs 

and complexity. Hyper-converged infrastructure 

scales out by nature meaning if you want to grow the 

system you can simply add one or more boxes or 

nodes to the system [10].  

Hyperconvergence is certainly the fast-growing 

phenomenon and this is being fueled by its low 

hardware costs, simplicity, and flexibility but it does 

have some limitations. You cannot grow storage 

capacity without investing in compute too which you 

may not need. Performance will be restricted by the 

network connectivity of all the system nodes, the 

more you add the greater the inefficiencies. It's 

relatively cheap hardware but the software to run the 

solution is not. Although with larger systems, 

traditional or converged solutions may be lower cost 

but the technology of hyperconvergence is taking the 

lead and consequently the prices are going even lower 

and performance is getting better in the next year or 

two [10]. 

Hyperconvergence is being heavily promoted by 

vendors such as VMware, Nutanix, and SimpliVity as 

a new way of packaging Data Center infrastructure 

which is inherently low cost, simple to manage, and 

can scale from a small to very large seamlessly [2]. 

Fig. 3 shows the evolution of Cloud Computing 

Infrastructure [11]. 

 

 

 

 

 

 

 

 

 

 

 
Fig 3: Cloud Computing Infrastructure evolution 

IV. CLOUD COMPUTING SECURITY AND  

GOV CLOUD 
 

        Security is voted number one concern of 

companies and organizations to adopt Pubic Cloud or 

even connect their On-Premise Private Cloud to the 

Public Cloud to form a Hybrid or Multi Cloud Model 

[7], [8]. There are major aspects of security when it 

comes to making the decision to Public Cloud: 

 

A. Infrastructure 

       Public Cloud providers implemented what is 

called shared security agreement which means the 

provider guarantees the physical security but the 

customer implements their own security 

measurements regarding servers and network portion 

of the design from a stateless network access control 

list to a stateful firewall rules, or integrating certified 

third-party security components such as Symantec, 

Fortinet or else to replace or coexist with the provider 

security building blocks [13], [15]. 

B. Attack mitigation 

     Public Cloud providers are offering free of charge 

their advanced mechanisms to deal with major kinds 

of attacks such as DDoS (Distributed Denial of 

Service). They have their security experts to consult 

with and deal with other service interrupt behaviors 

[13]. 

 

C. Encryption 

       Public Cloud providers have spent a fortune to 

make sure the data can be encrypted “at Rest” which 

means when it is stored or/and when it is “in Transit” 

which means during data transfer from an end to 

another inside the cloud locally and globally across 

the world [31]. 

 

D. Monitoring 

      Public Cloud providers enable their customers to 

see and track any event through different level of 

communication such as emails, phone calls, or even 

allowing the providers to be proactively deal with any 

event in behalf of the customer according to a service 

level agreement. 

 

E. Identity Control 

        Public Cloud providers are directly responsible 

for enforcing and managing user access policies for 

user accounts to automated centralized solutions such 

as LDAP or ACS, including hardware identity 

mechanisms such as multi factor authentication. 

Some of those providers even offer to conduct a 

penetration test of your Cloud design with support 

according to the latest security recommendations 

from experts [13]. 

There are many organizations have created security 

standards with respect to different aspects of our lives 

such as and not limited to, HIPPA to govern 

manipulation of medical records to assure privacy or 

FERPA for education, or FIPS for government 

security standards. Some of those standards are 

globally means to be followed or adhered to 

anywhere in the world and some belong to one 

country such as United States or a region in the world 

such as Europe or Asia pacific [13], [14]. 
 

       Some countries’ governments pioneered by the 

United States decided to host their services from 

application and their massive databases in the Public 

Cloud to save money, time, and resources but also 

leverage the geolocation and disaster recovery that it 

could be a very high price to pay if they decided to 

build it and maintain it on their own. A pre-agreement 

that is extremely secure between the Cloud Provider 

and the government that extends from adhering to 

federal and state laws, to regulations and protocols 

applied to the physical facilities the personnel 

whether government employees or contractors 

granting different acceptable levels or security 

clearance [13], [30].  
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The key points from Cloud Security Alliance (CSA) 

on industry-wide standards are shown in Fig 4. 

  
 

 

 

 

 

 

 

 

 

 

 
Fig 4: Cloud Security Alliance (CSA) 

industry-wide standards 
 

V. ENTERPRISE CLOUD COMPUTING  

CAPEX AND OPEX 
 

       Basic simple definition of CAPEX is spending up 

front for acquiring, upgrading or maintaining 

resources or equipment. On the other hand, OPEX is 

an expense is seen as day to day operation cost [16], 

[19].  

In terms of Cloud, the On-Premise Private Cloud 

usually is associated with paying for extra capacity 

and resources probably enough for a fraction of what 

is needed in addition to the ongoing expenses such as 

hardware, power, air conditioning, software licenses 

to keep the business running. Cloud computing and 

with all services come with it such as Infrastructure-

as-a-Service (IaaS), Software-as-a-Service (SaaS), 

Platform-as-a-Service (PaaS) or what is known these 

days as Everything-as-a-Service (EaaS), all just 

become exactly as a home utility (water, electricity, 

or gas) the household do not have to pay for building 

it upfront but pay as you go for what is needed and 

important enough, it is scalable, you need more, you 

get more and you pay for the more you used, no 

commitment, no up-front contract which makes it 

financially attractive selling point to the enterprises 

[9], [22]. 

Think about it as renting a car for few days when 

you are traveling somewhere, definitely, you pay high 

cost for those few days however by far it is way less 

expensive than buying a car for just those few days. 

In short, you completely eliminated the CAPEX 

totally on the cost of the OPEX. 

It could seem that it is already a done deal, just 

move your workloads to the Public Cloud and you are 

all set. Not too fast, there is a price to pay which is 

the complexity of the hidden costs that usually get 

overlooked resulting in significant loss. Some of the 

hidden costs are the migration of the workloads from 

the On-Premise to the Public Cloud, 

underprovisioning resources on or in some case 

overprovisioning, and lastly, ignoring the Inbound 

and Outbound traffic cost from one location to 

another when the enterprise applications split among 

several geo-redundant locations [21], [26]. 

In short, moving to Public Cloud needs another set 

of brainstorms, team work, educated personnel 

familiarity with each aspects of the design, tracking 

changes, periodic inventory to reduce all those 

mentioned hidden cost before it is too late as shown 

in Fig 5 [27]. 

 

 

 

 

 

 

 

 
Fig 5: Public Cloud vs. On-Premise Solutions; 

The Pros and Cons 

VI. CONCLUSION 
 

       Moving enterprise’s workloads to Public Cloud 

and manage your business as a SaaS service is a 

business model, splitting the workloads between On-

Premise Private Cloud and Public is another way to 

keep the business going. Hyperconvergence, or 

Converged physical architecture to choose for the On-

Premise infrastructure hardware. What should the 

company’s architects take into consideration 

regarding Public Cloud security measures. How much 

CAPEX will be after full or partial migration, and 

how about the occurring OPEX costs. All these are 

very important concerns and usually followed by 

executive decisions by management leadership that 

govern the enterprise future. Unfortunately, it is not a 

simple question to be answered with YES or NO; it is 

in fact a very complex manner [16], [19], [21].  

The decision at the end should be based on solid 

foundation of your business stakeholders’ visions, 

educational level of architects and engineers, identify 

the issues and associated risks, and the evolving 

strategies of integration or migration and important to 

mention are the rules and regulations should the 

business be following [12], [25]. 
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